Take the law into
your own hands

ClOs should ensure they are legally astute to reduce
their dependency on specialists, writes Janine Milne

chriefs had fres rein to dcide what IT

kit by buy and what level of secarity
they needed (o support the business.

Teday, IT |s hoursbed by business leg-
islation From all sides, with modern regu:
Latinng - such as Sarbares-Ouley, MiFID
and the Darta Profection Act - all carryi
a beavy echmalagy elernenit. Add mtlmi
rarmifications of duts thefl,
mm:u.ri.l'r breackes, all of which cam

oo repratatians i tatters, and
the chiel %Iﬁnn afficer {100 sud-
denly seeis 1o be shouldering a hefiy
ameant of legal amd business risk.

The managieg direcior may be ultisa.
sely responsible for any security or com-
pliance breach, but the EID'“:hfII:Ii.'-]:lzlf
i bt serveed wp on the sacrificial chopping
platierag a parnish. Roger Biclerstass, jom
head of IT sector group at law fems Bird &
Bird, says he does not think all IT diveciors
and ClOs are filly imare that they are work-
ing m an mcreasingly nepulated envimon-
ment, “The freedoms of seiting up PCs on
desk and licensing in a relatieely umcon-
cernied manner are long gons,” b sy,

Sainday’s IT direcior needs w0 add legal
expertise to their arsenal of first-class IT;
people management and business skills.

ClOs are now right
in the middle of
business and that
is where they
wanted to position
themselves

Simaan Beiskman, technalogy law
partner, Fleld Fishesr Waterhouse

Il used %o be se simple. Individual IT

And mary I T direciors are beginming o
fied the ¢ says Alam Herd, IT man-
ager at law fles Anderson Stathern. 'In the
past couple of years, more and more of ny
fobe has moved away [rem techoology
bevweard s bigal issues amd ceenplismes.”

Added
While large firmns usually have intermal
begal and risk teams, in senall and medsam-
slze firme far more respenaibility falls on
the IT directer’s head. 'In my last pale in
financial services, we had 2 large audiz gl
rik team ared there were people suppan
ing the frameweek. We bave 160 sl o
Anderson Strathere, sa [ have b do mles
thut cther prople did before,” says Herd.
Olrwinisly, working im & lsw firm means
Herd hed an enviable ameant of expert
help o hasul, but for other IT dhiefs in
medivm-sized companies, sach as Mask
Beeastie at Lowsdos Wisse — s coss study, 20
— that internal help simply i@ there.

Ever large organisations with their own
legal teame do not always have 1T jaw
eperts la-house,

While Exroe: snd 311 have played their
part in raising conplance snd legal isses,
this s also simply a sign that IT is growing
up. ‘CEO% are now right in the nwiddle of
baasiness aeed that i where they wanied sa
b, sarys Simee Briskran, technology law
partner at legal firm Feld Fisher Waier
house, Jugt az they had 1o learn business
lingo, thisy rest mow beconee legally s,

Every board member needs a becad
undersanding of the liw, human resoarces
[HR} isees and finsncis tat govern their
departmente. ‘It is symptematic of the
imedustry gresng up, says Bickersisss, The
financial directar has always needed o
knaw a lot of ke anid few the IT direcior
raeeds it as part of his skillset,’

Buit while HR and finsnce dipeciors will
cover ligal issues as part of their profes-
sicmal tralisdegg, theen is not an [T squivalent,
Recognising the growing legal dimession
e the CTO robe, thee B B sevking so fllthe
g, ingreducing an 1T Lew qualilication o
give IT pradessionals a brosder under-
mnrmtkgiwm:lﬂlmﬁlﬂh-

For one thing, kuving hasic legal knowd-
eckge am help IT chiefa understamd when
they need outside kegal belp and will help
thattr et the most cunt of legad discassions.
Efiﬂll'nmn'rsﬂlﬂumuﬂmhuhmw@
1o b abrbe ter ke am assessnent s when
1o ask for advice, “If you talk to & specisls,
it wocaald be a real hersefis if you understand
wome of the issues.” e iy,

But having a passieg logal knowledge
can also be a good career move, [T, in the

)




e way @i the finence and legal depart-
lrrm:]]huirm:iu.miﬂrhhm

T Tl e degartment
ar HE soach om other areas of the busi-
ness, he zaye. CI08, lawyers and account-
st reach inio lots of areas of the basiness,
So they cam peally appinsciat diffirent areas
arsd plac: projects on a business agenda.’

Argumbly, IT gets cdoser than gy ather
of these suppart Funciisns, which means:
thee CI0 cam caree out & vital role a8 @ link
trat cam broker commmmications between
different Inmsinizs geoups.

"The CH s & Facilator,” says Briskman,
“l understand the lsw Esties than him and
e undimstands the range of selutons and
consirains, so ke needs o b ina posstion
1o learn what the ligal position should be,
Druit sy weeads. o et undier the skin of busi-
ness people to undenssand the peal peeds!

Being that peesaon who proactvely talks

Mark Beattie, bead of IT, Londan'¥aste

=

ta the nssiness, find out their biggesraneas
of risk and keep an open dialogue with (e -
legal department presesits a buge oppor-
ity for T to raise its peofile.

Caver your back

Heed, at Anderson Serathern, sips conbneo.
law i mnst likehy b snake dhe C10 seek spe-
dalig sdvice. He is also concermed abon
diocunent and emadl ranagemisnt, which
b has ke by investing in Intersesen
Wieektire softaare thal foroes poophe e wee
emails, ensuring wesion contenl.

Takieg control of data in tu:mn&::
lecation, quality, version managisient
Seerme
firms ot be alsbe to lay their hands on doc
wrpents and irdesreation o back their crse,

Sue Clarks, senior research analvat s
Butler Group, says cormgunies peed a ded:
icatied geersnn o lake responssbality amd

We are a very regulated business
and we have made sure our
software is properly licensed

and that we operate policies

know wheee the data is. “That coukld be 3
10 or a records " e aays.
“Taking this furtker, Ovaum senior anabyst
Wike Davis believes that by acking arcas
nl:h-i:-ﬂll muf.l‘ij‘ud
commplyiEg are langely
coering the legal isaes they il o koo
a=an IT ‘IT staff should not
have o change their job becauss by

should be doing mest of it " he says.
Bent i
e i et e Py e, o

Saretam, coemultant at risk
'I'h:qw n:lﬂutn&.w'l‘lm is a crigical roke



